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Information technology encompasses a wide range of fields and applications. 

They contain a variety of technologies, technological processes, as well as infor-

mation systems that are used for the purpose of processing, storing, transmitting, 

and analyzing data. Information technology plays a significant role in all spheres of 

today's world, including cybersecurity. 

The purpose of the article - highlighting the methods of testing for penetra-

tion into a system or network using the examples of the practical part. 

Cybersecurity is a field of knowledge and practices or advanced technologies 

that help protect critical systems, computers, servers, and networks from digital at-

tacks. As the number of users working and connecting to the World Wide Web from 

different parts of the world increases every day, attackers are trying to develop dif-

ferent methods or different types of attacks to gain access to resources in order to 

steal valuable data, intentionally fail to perform business, or even extort money. 

The main job of a cybersecurity specialist is to test a computer, server, net-

work, application or website for penetration, that is, to analyze a system for security 

and the presence of vulnerabilities (pentest), as well as to protect a system for an 

active attack (such as a DDoS attack, brute-force attack, phishing, SQL injection, 

etc.). It may sound strange, but the fact is the set of tools of a cybersecurity special-

ist can be compared with the hackers’ ones. It should be noted that a security spe-

cialist (ethical hacker) knows how to hack. The only thing that distinguishes them 

is the purpose of the hack. 

Basically, the white hat hackers work in an operating system (unusual for or-

dinary users) differs from Windows – Linux. The reason is the fact that Kali Linux 

contains features like security analysis, security auditing, and penetration testing. 

Also, with the Linux OS, tools for pentesting, hacking and information analysis are 

already pre-installed, such as:  

1. Aircrack-ng. A set of utilities for detecting wireless networks, intercepting 

transmitted information and traffic of various WEP/WPA/WPA2 audits, as well as 

for pentesting, wireless network penetration testing;  

2. Metasploit. The program that provides information about vulnerabilities, 

penetration testing of systems and networks, and the launch of a malicious code, as 

well as it helps to gain the access to the information necessary for a hacker; 

3. Nmap. A program for scanning networks, their IP addresses, as well as the 

ability to configure the number of objects to be scanned. An IP address is one of the 

most important pieces of information about a computer, server, or network. Know-
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ing the IP, a hacker can find out any information about the network/computer, and 

then the ability to penetrate this network/computer; 

4. Wireshark. A program that analyzes traffic for Ethernet computer net-

works and "knows" the structure of a wide variety of network protocols. 

Let's use the “nmap utility” as an example to try to find open ports through 

an IP address that belonged to the author's computer. In this example, there was no 

attempt to penetrate into other nodes or ports, but the main task of a white hat 

hacker is to find out the IP of the system, then penetrate and identify vulnerable and 

open ports. 

To find out your personal IP, just open a command prompt and write the ip-

config command in Windows. The rest of this project was done on the Kali Linux 

command line. This project can be considered very easy, since a personal IP ad-

dress was taken and checked for the vulnerability of open ports and hosts in the au-

thor's system. Kali Linux already has the nmap program installed out of the box, so 

just write the following command: 

~$ nmap -O <ip-address>, 

where instead of <ip-address> you must specify the IP address. For example: 

 

 
 

This command displayed all the ports open in the system in a column with 

the names of all available ports under the PORT name. If there is further deepening, 

then there is an opportunity to penetrate these ports and access some information 

(depending on the type and protocol of the port). 

  Let's move on to the next practical part, here we use the WPScan utility. The 

WPScan tool allows you to check WordPress (on the basis of which a wide variety 

of sites are made - business card sites, blogs and even online stores) for vulnerabili-

ties. In addition, it also provides detailed information about the active plugins. A 

well-protected blog does not provide much information, but it's still worth trying. 

Using this tool on the Linux command line looks like this: 
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The blog cannot be hacked right away, but you will get information about its 

vulnerabilities. All sorts of system information, such as the PHP version, are also 

available. And in this example, the rollingstones.com site was checked for vulnera-

bilities. From the screenshots above, you can understand that the following infor-

mation is known about this site: the utility determined the version of currently in-

stalled WordPress, found the name of the site's server, as well as plugins and their 

versions that the site uses, and confidential files such as readme.  

So, in the modern world where digital information plays a tremendous role in 

all spheres of life, the importance of cybersecurity is becoming critical. Cybersecu-

rity encompasses the methods and measures that are taken to protect computer sys-

tems, networks, and data from threats, attacks, and unauthorized access. Cybersecu-

rity is becoming increasingly important as digital information becomes more valua-

ble and technology-dependent. Increased threat awareness, regular updating and 

improvement of systems, and the use of modern methods and technologies allow us 

to effectively combat cyber threats and protect our digital information. 
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